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Disclaimer 
 

– INAL 

 

– General 
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Will the evidence be admissible if I use open 
source tools? 

Perception enhancing technologies != Forensics 

 
 



 

 

 

 

 



 

 

 

 

 



Courts do not validate forensic tools 
 

• “Encase is Guidance Software’s court-validated 
solution that provides law enforcement, 
corporate investigators…” 

 

• “Built on court-validated FTK technology, …” 
 

 

• “The integrity of the process depends on the carpenter not the 
hammer” – Craig Ball 
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“The integrity of the process depends on the 
carpenter not the hammer” : Craig Ball 



Use the appropriate tool for the task at 
hand 

• Storage forensics 

– Viewing unseen MFT entries 

– Carving 

– Timelining 

 

• RAM Forensics 

– Volatility 
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Perspectives 
 
 



Digital forensic evidence ? 

• Application and OS performance optimizations (not 
designed for privacy) 

 

• Novel interpretations of data maintained for other 
reasons 

 

• Less often: actual logs designed for forensic purposes 

 
 

 

 

 

After Golden Richard III 
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A fundamental theory and 
methodology of DF 

• Real world actions leave traces as bit 
sequences in the digital environment 

• Some of those traces persist 

• Folk lore of actions which lead to traces 

 

• Hypothesise which traces should be present 

• Design tests of the hypotheses 

• Use tools for perceiving and finding traces 
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Rigour? 

Completeness/ 
Alternative 

explanations 
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Attempts to 
disprove 



Guiding principles 

 

 

 

 

 

• Based on Scientific method 
– Observe 

– Hypothesise 

– Test 

– Report 

 

• Independently verifiable  

• Transparent & Substantiated 

• Repeatable 

 

 

 

 
 



The question that should keep us 
awake at night 

How reliable are my conclusions? 
 
 



• Who will determine how reliable my 
conclusions are? 

 

• What is the harm going to be if I get it wrong? 
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You, your boss or your client? 

• Stemming the bleeding 

• APT 

 

• Internal investigation 

 

 

 

© 2011 Schatz Forensic 

Situational 
awareness 

Attribution 



In litigation the judge decides how 
reliable your conclusions are 

 

• Her primary concern 

– Are your opinions reliable? 

 

• Our concern 

– Are our methods reliable? 

– Are our experience and knowledge reliable? 
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Are our methods reliable? 
 
 



Casey anthoy 
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Casey Anthony Web History Fragments 
(similar)  

• http://www.google.com/search?q=chloroform
&ie=utf-8&oe=utf-8&aq=t&rls=org.mozilla:en-
US:official&client=firefox-a  

 

 

© 2011 Schatz Forensic 



Casey Anthony Web History Fragments 
(similar) 

• http://www.google.com/search?q=chloroform
&ie=utf-8&oe=utf-8&aq=t&rls=org.mozilla:en-
US:official&client=firefox-a  

 

• http://www.sci-
spot.com/Chemistry/chloroform.html 

 

© 2011 Schatz Forensic 



 

© 2011 Schatz Forensic 



 

© 2011 Schatz Forensic 



Testimony of police examiner 

• Report 1: 8,571 records (June 2011) 

– Chloroform web page: VisitCount=84 

 

• Report 2 : 8878 records (August 2008) 

– Choloroform web page: VisitCount=1 

– MySpace web page: VisitCount=84 
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Recollected conversation between 
toolsmith and examiner 

• "What did you do about it?" 

 

• “.. visually inspected the URL within the 
Firefox 2 history file which was in question 
and observed the number 84 nearby (a couple 
of lines below) and assumed that it was 
correct". 
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Source: http://www.cacheback.ca/news/news_release-20110711-1.asp 



What’s wrong with this? 

• Scientific method 
– A negative refutes a positive 

• Transparent 
– The results of the negative test should have been 

communicated 

 

• Good practice 
– Where interpretation is central, should be manually 

verified at bit sequence level 

– Assumptions should be declared 
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Are my experience and knowledge 
reliable? 
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Mistaken interpretation based on 
incomplete theory of operation 

• Testimony of Prosecution Forensic Expert 
– “I will take your attention specifically to this, Female Sex 

Enhancers; anything different about that link as opposed 
to the other links?” 

– “The color, it’s red.”  
– “And to your knowledge, based on your forensic 

examination of this machine, what may that indicate to 
you?”  

– “That indicates that that link was actively clicked on and 
you were then sent to that page.” 
 

• Independent analysis identified: 
– The link was red because it was produced that way 
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Presenting assumptions as fact 

• Testimony of school IT Admin 
– “Anti-virus updates, Inoculate IT was updated I want 

to say weekly.  It would have been updated no later 
than October 12th, the week before that and probably 
sometimes towards the middle of the week.” – IT 
Admin of school 

 

• Independent analysis identified: 
– Trial antivirus software (unlicensed & expired) 

– At least 3 months out of date 
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Incomplete investigation 

• Testimony of Prosecution Forensic Expert 
• “Did you examine the hard drive for spy ware, ad ware, 

viruses or parasites?” 

• “No, I didn’t” 

 

• Independent analysis identified: 

– Adware program “newdotnet” installed 12 Oct 
2004 
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Over-generalise based on experience 

• Testimony of IT Admin regarding popups 
• “Is it possible to be in an endless loop of pornography?” 

• “I’ve never seen that, so I would have to say probably 
not.” 

 

 

• Independent experts confirm: 

– Generally known as “popup bombs” or “mouse 
trapping” 
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How is the judge to recognise 
expertise? 

 
 



Computer expert ? 
<bitchchecker> the timing of my pc is right 
<bitchchecker> i even have dst 
<bitchchecker> you banned me 
<bitchchecker> amit it you son of a bitch 
<HopperHunter|afk> LOL 
<HopperHunter|afk> shit you’re stupid, DST^^ 
<bitchchecker> shut your mouth WE HAVE DST! 
<bitchchecker> for two weaks already 
<bitchchecker> when you start your pc there is a message from windows that DST is applied. 
<Elch> You’re a real computer expert 
<bitchchecker> shut up i hack you 
<Elch> ok, i’m quiet, hope you don’t show us how good a hacker you are ^^ 
<bitchchecker> tell me your network number man then you’re dead 
<Elch> Eh, it’s 129.0.0.1 
<Elch> or maybe 127.0.0.1 
<Elch> yes exactly that’s it: 127.0.0.1 I’m waiting for you great attack 
<bitchchecker> in five minutes your hard drive is deleted 
<Elch> Now I’m frightened 
<bitchchecker> shut up you’ll be gone 
<bitchchecker> i have a program where i enter your ip and you’re dead 
<bitchchecker> say goodbye 
<Elch> to whom? 
<bitchchecker> to you man 
<bitchchecker> buy buy 
<Elch> I’m shivering thinking about such great Hack0rs like you 
* bitchchecker (~java@euirc-61a2169c.dip.t-dialin.net) Quit (Ping timeout#) 
 

 

http://themostboringblogintheworld.wordpress.com/2006/09/13/worlds-worst-hacker-irc-transcript/ 
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“XYZ isn’t forensically sound” 
 
 



Forensically sound? 

 

 

 

 

 

• RAM/Phone Acquisition 

• Completeness of HDD acquisition 

• TRIM 

 

 

 

 

 

 
 



Conclusion 
 
 



The path to forensic science 

 

 

 

 

 

• Formalising the body of knowledge 

• Peer reviewed techniques 

• Rigorous adherence to scientific method and 
principles 

 

• Not blind trust in tools 
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