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Overview

ardware = Software
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Presentation Notes
SDR is ideal and cost-effective for solving RF problems/creating custom solutions


Transmitting Data

e Radio (carrier) wave must be modulated to

Wi

convey information

oddlator

_F Hardwar
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Carrier wave is single frequency that transmitter and receiver must both be tuned to
New hardware with advanced modulation often have upgradable firmware (DSP), which is on-board SDR


AM & FM: In the Time Domain

| ) Analog o
1 digital
inform

FREQUENCY MODULATED WAVE
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http://www.globalsecurity.org/military/library/policy/army/accp/ss0002/le1.htm


In the Frequency Domain

Amplitude for
each frequency FUSREGSESETRITAL

l

<—— Frequency ——>



Modulation

e Modulation technique defines how the signal

will look on the spectrum

€—— Frequency —>

R A

Time
Time
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Colour represents amplitude at a particular frequency


Hardware

e Crystal set receiver

— Powerful AM transmissions

Antenna

One slide

Deteclor
tuning i

Phones
S
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http://en.wikipedia.org/wiki/Crystal_radio


Modulation in Hardware

e MOdulation and DE-Modulation traditionally
performed in hardware

e ‘Black box’ implementation
— Not re-configurable

e Modern digital hardware allows more
flexibility —

Radyne Comstream
DMD-15 Satellite Modem

PE o +iHUE
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Can’t open FM radio and change demodulation parameters


Software Defined Radio

e Hardware - software representation
— Completely re-configurable
— Only RF front-end kept as hardware

Anfenna

One slide. ?eTecTor
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Move large part of hardware into equivalent software representation
Modulation techniques often have simple & elegant software representation
Simplest sampling example is sound card



Sampling

 Nyquist-Shannon Sampling Theorem:
— “Sample at twice the highest required frequency”

— Avoid aliasing of signal

* Analog-to-Digital Conver: 1\
e Digital-to-Analog Conver!
5 . ~ A
’ 2termine J 1\
P ADC 7,9,11, 12, 13, 14, 14, 15, 15,

DAC 15, 14, 14, 13, 12, 10, 9, 7, ...

T L L =T - - R =
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* I/Q


COTS SDRs

Open source? No.
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Ethernet


The

Universal
Software

Radio
Peripheral

(USRP 1)

Receive Channel
RF Interface Altera FPGA

Sample rate = bandW|dth
0.25-16 MHz
T MI"”"’"”""“”!];J“**‘*‘*"’“ ! Ia-

o — —

Wlth WBX daughterboard
RX/TX 50 MHz 2 2 GHz

Transmit Channel
RF Interface

DC Power UsB 2.0

Analog Devices
Mixed Signal
Processor
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Open-source hardware
FPGA used for real-time signal processing (DSP), firmware is software
Many newer models available with better specs


The FUNcube Dongle




Host Software

e Receive/transmit baseband samples
— Analyse & display
— (De-)modulate
— Encode/decode (extract information)

e Well-known platforms/programs:
— LabVIEW
— MATLAB Simulink
Open source? No.



GNU Radio

Open source signal processing toolkit

Data flow paradigm
— Signals flow from sources to sinks

Intermediary blocks operate on signals

— Sources & sinks: USRP, sound card, file, network
— Visualisation: FFT, waterfall, scope

— Signal types: complex, float, integers

— Filters: traditional building blocks used in analog and
digital RF hardware

Completely extensible (Python: high level, C++:
grunt)


Presenter
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Not bound to USRP


GNU Radio Companion

Variable
ID: xlate_filter_taps
Value: firdes.low _pass(l, ...

USRP Source
Unit Number: 0
Decimation: 256

Frequency (Hz): 7.2M

Frequency Xlating FIR Filter
Decimation: 1

H Taps: xlate filter taps

FFT Sink
Title:
Sample Rate: 250k
Baseband Freq: 0
Y per Div: 10 dB
Y Diws: 10
Ref Level {dB): O
Ref Scale (pZp): 13.489k
FFT Size: 512
Refresh Rate: 15
Average Alpha: 500m
Window Size: 800, 300
Grid Position: 0, 0, 5, 4

]

Low Pass Filter
Decimation: 5
Gaimn: 1
Sample Rate: 250k
Cutoff Freq: 5k

jouE——{i|

AGC2
Attack Rate: 100m
Decay Rate: 10u
Reference: 900m

Gain (dB): 20 Center Frequency: 0
Transition Width: 1.5k Gain: 1
Side: B Sample Rate: 250k - ns ""H ' " "Gal .
R Avberama: FIGA ndow: Hamming ax n:
Beta: 6.76
in
Rational Resampler AM Demod _"I: Audio Sink

Decimation: 500

—.b- Interpolation: 441

Taps:
Fractional BW: 0

Channel Rate: 44.1k

H Audio Decimation: 1

Audio Pass: 5k
Audio Stop: 5.5k

Multiply Const
Constamnt: 1

Sample Rate: 44 .1KHz
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AM radio
http://www.oz9aec.net/index.php/gnu-radio/grc-examples


2G GSM Waterfall

USAP FFT
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-
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usrp_fft.py comes with GR
200 kHz channels


CDMA Detection with GRC

W-CDMA.grc - /home/mintDocuments - GNU Radio Companion

Help
0% g - L
( Viterbi BER (BPSK) 38 | Manual QPSK adjust 38 | Satdemod 38 | Modsaudio 38 | PM 38 | Beacon 38 | Carrier Tracking u | | ?}'"[kj
- [ Sources ]
T waerrati sink | \/jsualise intensity | v s
USRP Source Title: Waterfall Plot I» [ Graphical Sinks ]
1D: top_block Unit Number: 0 2 . 1 G H Z 3G Sample Rate: 3.2M Of fre e nC [+ 1 Operators ]
Decimation: 20 Baseband Freq: 0 q u y b oIT =
Variable ype Conversions ]
s Frequency (Hz): 211256 [gl #- [l Pynamic Range: 100 K s s
SReen Gain (dB): 10 Reference Leve: 50 | COM ponentS ; i
Value: 20 Side: A Ref Scale (p2p): 2 [; [ Misc Conversions ]
RX Antenna: RX2 FFT Size: 512 1 [ Synchranizers ]
Variable FFT Rate: 15 Over tl me =\l » [ Level Controls]
ID: samp_rate T < [ FHiters ]
Value: 3.2M
e Unit Number: 0 850 M H Z N eXtG TRI:F::I'SPII:: Low Pass Flter

Variable Slider Decimation: 20 o . High Pass FRlter
Sample Rate: 3.2M
ID: gain Frequency (Hz): 842.5M E =1 2 V|Suallse Band Pass Flter
% Baseband Freq: 0
Label: Gain Gain (dB): 25 ¥ per Div: 10 dB Band Reject Alter =4

Default Value: 20 Side: A | m ¥ Divs: 10 insta ntaneous Root Raised Cosine Rlter

RX Antenna: RX2

Minimum: 0 Ref Level (dB): 50 | Decimating FIR Flter
Maximum: 50 e Ref Scale (p2p): 2 freq uency spectrum iobpiiting BRI
Converter: Float L1 G PS EFT Size: 1.024k EET Fitbar

L e Refresh Rate: 30 g

Decimation: 20 Frequency Xlating FIR Riter

Frequency (Hz): 1.57542G m el Fast AutoCorrelation Sink e

Gain (dB): 15 Title: W-COMA F. Correlation Filter Delay

Side: A Sample Rate: 3.2M Channel Model

RX Antenna: RX2 Baseband Freq: 0

il | o o Find repeating B L
b Rate: 5 . Polyphase Resampler
¥ per Div: 10 dB patterns burled single Pole IIR Rlter

Ref Level [(dB): 50
Hilbert

Average Alpha: 300m Withln a Signal Goertzal

Window Size: 1.024k, 240
CMA Egualizer

Rational Resampler Base

| P 1 1 Rational Resampler
Fractional Interpolator

Keep lin N

Moving Swerage
: “fhome/mint/Documents/W-CDMA.grc” 1Q Comp

[ Modulators ] ~|
E = = . —

Showing: "fhome/mint/Documents/W-CDMA gre”
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Grey is disabled
Will generate Python code via Cheetah Template Engine that can be customised


3G W-CDMA

Signature of UMTS: repeating data in CPICH at 10 ms intervals

W-CDMA Fast AutoCorrelation

dB
W

20 i i

ms
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Common Pilot Channel


USRP out and about







T | Minimize About | | Exit
074.205.3492 Tt!nq LO 073 993. IJIZIIZI

74185

- .ol ool ol ol o

| Freq.

Fast-l

AGC On Thr Vol
Mute E ; ZAP AFC Notch
F1 1000.0 Hz

ki A BwW1 200 Hz
. | e B i F2 1500.0 Hz
sq o Desp  Motch2 BW2 200 Hz
-100 welch ; l
_Sq : 1 21/05/2011 4:09:36 PM
CPU Load

Avg SP1 Awvg 5P2 ] |
11pa T |WRplus (35%)
= - eee—— | Total (77%)

5000

pk 4D M Red. CWPeak




Applications of SDR

Radio astronomy
Passive radar
DVB-S decoder

Tracking pedestrian foot traffic in
shopping malls

Much more...



OpenBTS ﬂpE"

e Open-source 2G GSM stack
— Asterix softswitch (PBX)

— VolIP backhaul
& B NN

ilter

N m
Test Equipment } " PAP2 Adapter and
— Wiked Phone for

Host Laptop |
on lce Pack
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Special FPGA code (timing constraints)
SMS-ing
http://openbts.sourceforge.net/


Tracking Aircraft: “Modez”

Fosticr Fher Arkame Toldba

[ Tone Source Same Message

Fironn

Tcbdas
aa7d2h
3

¥ ‘UZ
10’
10° s
4800 5000 5100 5200 5300 5400 5500 5600 5700 5800
A oma
Cex ¥ Legend Fowlevels & SNA & Tme Gan Save.

Decodes | 170443 Auiation State | 20/64 Time | 7:21:43 PM

AviationMapper
















Satellite Communications

e Lots of different types of satellites

e \ariables:
— Purpose: comms, weather, MIL, amateur
— Payload: transponders, cameras/sensors
— Orbit: Low Earth Orbit, geostationary (geosync)
— Frequencies: uplink, downlink, beacon, command

* Two categories:
— Intelligent: communication with on-board systems
— Dumb: relay information with linear transponders



Wide-area re-broadcast

* RF megaphone (e.g. satellite TV)
e Single dish sends beam on uplink to satellite

e Linear wnlink
freque \

Cover .




What you need

Dish + LNB + power injector + USRP + GNU Radio

(set-top box with LNB-thru)




e multiple streams?
hey multiplexed?

Demodulation: easy when you know

Is it differential, or
what defines a 0/1?

What is the modulation?
Symbol rate? Require coher
What is the phase differen
Need to conjugate compl

a— Demulliplexer (-4

Differential gl FEC
decoder decoder

- Demodulator |-
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Downconverter is LNB
Analog tract is USRP
Frequencies are known through scanning/reference


Let’s try one...

 Feed entire baseband spectrum into GR

e Perform ‘channel selection’ to isolate stream of interest
(Create neW baseband Frequency Xlating FIR Filter
centred on stream) Decimation: 10

Taps: firdes.low_pass(1, s...
Center Frequency: 0

Sample Rate: 1M




Determine Symbol Rate

FFT Sink
Title: Baud
Sample Rate: 32k
Baseband Freq: 0

Ref Level (dB): 50
Ref Scale (p2p): 2

FFT Size: 2.048k
Refresh Rate: 30
Complex to Mag |out Average Alpha: 50m

Delay: 1

\—j Complex Conjugate

* Find first peak ]

MNominal samples per symbaol: | 2

=]

Ba Ud - Trace Options
Ty [ ] PeakHold

80 Auerage
70 <«— 9.6 kHz = 9600 symbols/sec rafme A

[ ] Trace A | Store

[] Trace B | Store

Axis Options
dB/ D +

Amplitude (dB)

Ref Level: +

Autoscale

0 10 20 30 40 50 60 70 80 a0 10C
Frequency (kHz) Stop




Try synchronisation & FEC

[[] Swap Viterbi
Matrix

Stop

~Channel Options———————————

|

Error Rate

Locooooaolk

i@IEIDZBDJHDSEDT.BDZB*DBH*DWDHB*

[[] Delay Viterbi

Puncture Delay: [u

28.672k| -~

24.576k| -~

12.288k |

s3Unoy

4.006k}|----r-------

1.71667 1.73333 1.75 1.76667
Time (s)

1.7

l.e6667 1.68333

1.65

[] Conjugate

] [invert|
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Error rate derived from Viterbi path cost


Options UDP Source — -z ) ) )
ID: top block | IP Address: 0.0.0.0 um ltems: ID: decim | ID: xlate decim | ID: baseband rate || Title: FFT Plot Title: Waterfall Plot Title: Constellation Plot
- Port: 1.234k Value: 64 | Value: 10 Value: 36k Sample Rate: 100k Sample Rate: 56k Sample Rate: 96k
IShort To Complex _—‘ Baseband Freq: 0 Baseband Freq: 0 Frame Rate: 15

Variable MTU: 16.3684k
ID: ade_rate || vec Length: 2 e LEED Y per Div: 10 dB Dynamic Range: 100 Constellation Size: 2.048k
- " ID: sym_rate | ID: bits per_sym -

Value: 64M Frequency Xlating FIR Filter Y Divs: 10 Reference Level: 50 M: 4
XMLRPC Server Decimation: 10 Value: 5.6k | Value: 2 i Ref Level (dB): 50 Ref Seale (p2p): 2 Theta: 0
Variable Address: 0.0.0.0 Taps: firdes.low_pass(1, s... . Ref Scale (p2p): 2 FFT Size: 512 - Alpha: 5m
ID: samp _rate || | port: §.08k Center Frequency: 0 FFT Size: 1.024k FFT Rate: 25 Max Freq: 60m
Value: 1M Sample Rate: 1M Refresh Rate: 30 Notebeook: main_notebook, 0 Mu: 500m
— Average Alpha: 250m Gain Mu: 5m
Notebook Rational Resampler —— Notebook: main_notebook, 0 El Symbol Rate: 9.6k
Attack Rate: 60m -

1D: main_notebook . -
U Decimation: 100k Decay Rate: 10m Complex To Float Omega Limit: 5m

Tab Orientation: Top . . -
k Interpolation: 96k (Bl Reference: 1 o] Notebook: main_notebook, 1
Labels: BB, Dem...Xtra, Scope Taps: -

Fractional BW: 0

r — Vector to Stream E4_| Variable Variable Variable FFT Sink Waterfall Sink Constellation Sink

Gain: 1

Scope Sink

E uadrature Demod in
I\Dn.arllarle:leltd:r Max Gain: 100 q ;:In' 100 EI I: Title: Scope Plot
La-b:: ;-D ;ﬁ- 3 MPSK Receiver Multiply Const - [in] Sample Rate: 36k
Dons 'n':el _5':‘ M:2 SO T LI Constant: 707m+707mij Variable Check Box HE=TED
Mi iIl ; :;k Theta: 0 ] _| T Scale: Im
nimum: - E ;
Maximum: 10k Alpha: 10m Selector Multiply Const Label: Capture IE Notebook: main_notebook, 1
R —— “CE il Input Index: 0 Constant: 1 Default Value: 1
- Min Freq: 10m .,l: Output Index: 0 T Scope Sink
Max Freq: 60m — False: 1 Title: Scope Plot
Mu: 500m Sample Rate: 96k
Variable Config : - s
1D: config_xlate_offset Gain Mu: 50m hytE E Valve El e
Default Value: 0 Omega: 10 Open: 1 Import ale: m )
Type: Float Gain Omega: 2.5m Import: baz Netebook: main_notebook, 1
Config File: .grc_sat_source Omega Relative Limit: 5Sm J——
£ e ny Blocl
Section: main
Option: xlate offset Root Raised Cosine Filter Autﬂ FE: Packed to Unpacked [in | Dese: Jout]
WriteBack: 0 Decimation: 1 b.Er‘ [in | Bits per Chunk: 1 [out] Maker: <gr bloc...ked bb (3)>
: Gain: 1 . Endianness: M5B
e comme | Lol Samele Rate: sek i Sample rate: 0 ] _swerese o
ID: config_xlate_bandwidth Symbol Rate: 9.6k IE Differential Decoder El Num ltems: 19.2k
Default Value: 96k Alpha: 350m Modulus: 2
Type: Float e lock 2] wum |:::: 265 [P
Config File: .grc_sat_source -
Sec:gn' maii - - L MPSK Receiver L
Optbn'.:late bandwidth SEE —g=-{ia] Nutl sink Any Block Sink
) iy 4 L i -
WriteBack: 96k WITER [ [ DECOOETCSD2 or [in | Dese:
Alpha: 50m @—I Maker: <gr_blec..t_char (4)>
Variable Slider Beta: 625u L’E Swap
in ut
ID: xlate_bandwidth _“ Min Freq: 10m Swap: False } |_>|: e — e, E:;op:::lnk ]
Label: Xlate BW Max Freq: 600m ' constant: -4.096k Zl—‘ Sam. P Type: DEPSK
Default Value: 96k [& Mu: 500m - lin VScple'f-lDBS.k Samples/Symbol: 10
Minimum: 12.5k Gain Mu: 50m L’E Multiply Const @_‘7 VCIi:se;:' . Excess BW: 350m
Maximum: 500k Omega: 10 Constant: -1 Notebo;k_ D — Costas Alpha: 20m B
Converter: Float Gain Omega: 62.5m O ’ - ' Gain Mu: 100m —
- i Omega Relative Limit: 5m E :
ST =TT ATETET = - ::: :P::te- 0.6 Variable Check Box Variable Slider able Slider Variable Check Box
Variable Static Text Omega Relative Limit: 5m E E —b'- v Sc:Ie- 1 T 1D: select_conj 1D: delay_puncture Elay_viterbi 1D: swap_viterbi
ID: pre_baseband rate S E T Scale: m Label: Conjugate Label: Puncture Delay : Viterbi Delay | Label: Swap Viterbi
Label: BB Rate he i £ : Default Value: 0 Default Value: 0 bit Value: 0 | Default Value: False
: e Type: DQPSK = LB True: 1 Minimum: 0 hum: 0 True: True
Default Value: 100k . — : E E E
Converter: Float Samples/Symbol: 10 LA SRR False: 0 Maximum: 14 mum: 1 False: False
o Excess BW: 350m Converter: Integer lerter: Integer | Notebook: main notebook, 3
- F Alpha: 10m n u n Differential Phasor able Chooser o =7 L o -
Notebook: main_notebook, 0 req Alp s 7 Null Sink Variable Ch Notebook: main noteby
Variable Text Box - Phase Alpha: 100m 1D: phase_mult Variable Check Box | ID: puncture_matrix
ID: xlate offset Timing Alpha: 100m - bel: Phase shift 1D: delay_viterbi 1D: invert Label: Matrix
Label: Kl_ate Offset Timing Max Dev: 1.5 Complex to | EI Scope Sink tefault Value: 1 Label: Delay Viterbi Label: Invert Default Value: 1, 1
Default Value: 0 Omega Relative Limit: 5m Title: Scope Plot heices: 1, 1j, -1, -1j Default Value: 0 Default Value: 1 Choices: [[1,1], [1,1,01]...
Converter: Float Gray Code: Yes Sample Rate: 100k labels: 0, 0, 180, 270 | True: 1 True: -1 Labels: ['1/2','2/3"'3/4"...
Notebook: main_notebook, 0 Sync Out: On V Scale: 1 lype: Radio Buttons False: 0 False: 1 Type: Radio Buttons
Matehank: main nntehank 7 Matehank= main mebehiorr—— Matahank: main antehonk




Visualisation

escramblin




De-scrambled

e Better, but long runs of Os and 1s (not ideal)
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Diff. decoded & de-scrambled

e Structured, asynchronous packets of data!
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bits
bits
bits
bits

bits

bits
bits
bits
bits
bits
bits

bits
bits
bits
bits
bits
bits

bits
bits
bits
bits
bits
bits
bits
bits
bits
bits

bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits
bits

bits
bits
bits
bits
bits
bits
bits
bits
bits

7 bits
7 bits
7 bits
7 bits
7 bits
7 bits
7 bits

§0002-0002 [+0000,
§0002-0002 [+0000,
#0002-0002 [+0000
£0004-0004 [+00

/00007 :
0007 :
0007 :
0007 :

§0000-0005[+0001,

0007 =

§0002-0002 [+0000,
#0002-0002 [+0000
§0002-0002 [+0000,
§0001-0003[+0000,
#0003-0003 [+0000
£0000-0004 [+00

0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

#0002-0002 [+0000
§0003-0003[+0000,
§0001-0003[+0000,
#0000-0003[+0001, 0007 :
£0000-0004 [+00 0007 :
§000&-000&[+0000, /0000]:

/00001 =
0001 :
0001 :

0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

§0002-0002 [+0000,
#0002-0002 [+00
§0002-0002 [+0000,
§0002-0002 [+0000,
#0000-0003[+0001,
§0000-0003[+0001,
£0001-0004 [+00
£0001-0004 [+00 0007 :
§0001-0005[+0000, 0007 :
#000&-000&[+0000, /00007 :

/00007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

§0002-0002 [+0000,
§0002-0002 [+0000,
#0002-0002 [+00
#0002-0002 [+00
§0002-0

002 [+0000,

002 [+0000
§0000-0003[+0001,
§0000-0004 [+0001,
004[+0001,
§0000-0005[+0002,
£0000-000&6[+0004,
0172 [+0000,

002 [+0000,
002 [+0000
#0002-0002 [+00
§0002

0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

—-0002 [+00040,
003 [+0000
§0000-0003[+0001,
§0000-0003[+0001,
£0000-000&6[+0004,
§0000-0172 [+01&8,

£0002-0002 [+0000
#0002-0002 [+00
#0002-0002 [+00
§0000-0003[+0001,
§0000-0010[+0008,
£0000-0010[+0008,
§0000-0010[+0008,

f0000] -
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

Pattern Search

00000001000011101000000010001011101111111011
00000001100000011111000010111101010101111111
00000001100001011111000010111101010101111111

00000001100000110000100010111101010101111111 (feakdl0cl80)

011011110011000000100110011000100001100000¢

000000011001000111010011000011000010000000 (430ck8380)
0366042080)
c0d88380)
£dd1017080)
30ck3180)
55e8880c0)

000000010000010000100000011001101100000010
000000011001000100011011000000111110000000
000000010000111010000000100010111011111110
000000011000100111010011000011000010000000
000000110000011000010001011110101010111111

00000001000011001001110000100111110000000 (3e4333080)
0332880
036£017080)
ee880b840)
00010100000101011111 5017080}
042080}

00000001000101001001110000001111110000000
00000001000011101000000011110110110000001
00010000111010000000100010111011111110
0000100001110100
00000001000001000010000001011111110000000

i3

1100001000101111100101000001000110000000
0110000101111111010100001000110000000111
0000000100001110100000001000101100111111

0001110100101110011010000001000110000001 (S81881674b8&)
000001 ({81b780L240)

i

0001000011101000

001111011011

0000001100010011101001100001100001000000 (21865c8c0)

0000000100001110100000001000101110111111
0000000100001110100000001111011011000000
0000000100001110100000001010000010101111
0000000100000100001000000101111110000000

111110100101110011110100001000110000000 £
001000000011111110100101110000101111111 3z
0000000101010101001 z
011101001011100110100000010001100000010

dd1017080)

011010001111000001 (4leZc4a=280)
082053dzZe)

011111010010111001111010000100011000000 (1885e74be)

01011010010111000110000000100011

00000 {(c40&3a5a)

{1846640cEE)

e Search for repeating
strings of bits

* Try to find frame header

e Clue: sudden increase in
# of occurrences

000000100010100100111000000111111000000 £81c3440l
000000100001110100000001000101110111111 22880k o5
000000100001110100000001111011011000000 (1b780kbE
000000100001110100000001010000010101111 zzzaon| 38
000000100000100001000000101111111000000 (1£40210
111111101001100010011000100110010000000 (3313137

37

01001000101110100001100001000110000000
11110100101111011110100001000110000001

37

bits
bits

bits
bits

A0000]1: 00000010000010000100000010111111000000 (£4021040)
A00007: 111111 {4cBcBekL)

§0002-0002 [+0000, /0000]: 111p110000000111010110110000001000000 (40d2e037)
§0002-0002Z [+0000, /0000]: 1019010010111101101000000100011000000 (8205kbdZ2d)

00011000010111001011010000100011000000
00110000101111100110100001000110000000
00000001010101010010001101000111100000 {leZc4aad0)
11111010010111001111010000100011000000
01110100101110011010000001000110000001

a5f)

00000010000010000100000010111111000000 21040)
111111 cBeBcbi)
1110110000000111010110110000001000000 (40d2e037)
1011010010111101101000000100011000000 05kd2d)
0000000111101100001011100110101111111 d&743780)

0000001010101010010001101000111100000
0000000100000100001000000101111111010 042080)
0000000100000100001000000101111110110 (d£a042080)
0000000100000100001000000101111110001 (11£a042080)

825540)

53dzZe)

Preceding 1s are just part of ‘idle’
stream when no data is being sent
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Frame analysis

— SYN SYN SYN (EBCDIC)

haracter-ori

e Header



0001
0034
0067
0101
0134
0167
0200
0233
0266
0299
0332
0365
0398
0431
0464
0497
0530
0563
0596
0630
0663
0696
0729
0762
0795
0828
0861
0894
0927
0960
0993
1026

Un-pack & find patterns

8-bit signed

[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20

049
051
053
055
057
059
060
062
064
066
068
070
071
073
075
077
079
081
083
084
086
088
090
092
094
095
097
099
101
103
105
107

Message header

200]
161]
121]
082]
043]
004]
221]
182]
142]
103]
064]
025]
242]
203]
164]
125]
086]
047]
008]
225]
187]
148]
109]
069]
030]
247]
208]
169]
130]
091]
052]
013]

/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)

A

16-bit signed

L
r
r
r
r
r
r
r
r
r
r
r
r
r
L
r
r
r
r
r
r
r
L
r
r
r
r
r
r
r
L
L

18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18

80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80

70
70
70
70
70
70
70
70
70
7C
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70

01
01
01
01
o1
o1

0] ‘lllea 4d ed I.r

o1
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01

24 €9 ae ed 26 @@ 07
24 €9 c7 ed 24 @@ o7
24 €9 d9 ed 2c @@ 07
24 €9 ee ed 2Ff @@ 07
24 eq fF =d 3§ W@ 07
9 07

24
Ll
24
24
24
24
24 ¢
24 e
24 e

e

e

ea 67 @d
ea 75 ed
ea 80 ed
ea 98 ed
ea a7 ed

24
24
24
24
24
24 -
24 ¢
24 ¢+
24 e,
24 eb

24 ebl ca

24 eb dal ed
24 eb ef ed
24 ec 03 ed

4f
54
62
64
e

. o]
EESESEEEEEEEEE
[elleleolelNolNolNolNolNolNollo oo

A
i
!
/

0 00 00 00 0O 00 0O 00 0 0 W 0 0 @

31
31
31
31
31
21

19
19
19
19
19
19
19
19
19
19
19
19
i9
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19

fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

BCD

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
02
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03

02
02
02
02
03
02
02
02
03
03
04
03
02
00
00
99
00
01
01
01
01
01
03
03
03
03
02
03
03
03
03
03

00 72 e9 28
00 72 9 2d
00 7@ 9 2d
00 71 9 2d
00 72 e9 28
00 72 9 2d
00 78 9 2d
00 72 9 2d
00 74 e9 28
00 74 e9 28
00 70 e9 28
00 6@ €9 2d
00 BB €9 2d
00 BE €9 2d
00 BE €9 2d
00 6d €9 2d
00 BB €9 2B
00 69 €9 2B
00 66 €9 2B
00 67 €9 2B
00 6@ €9 26
00 70 €9 26
00 73 €9 26
00 75 €9 2B
00 76 €9 2B
00 75 €9 2B
00 74 €9 2B
00 72 €9 2B
00 71 €9 2B
00 70 €9 2B
00 70 €9 2B
00 71 €9 2B
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The RFMap web interface
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